SCHEDULE 11 – WHISTLEBLOWER PROTECTION POLICY

1.

Purpose of this policy
The Company encourages a culture within the Group of ‘speaking up’ to raise concerns
about possible unlawful, unethical or socially irresponsible behaviour or other
improprieties of or within the Group without fear of retaliation or otherwise being
disadvantaged.
The Company encourages employees (and non-employees) who are aware of possible
wrongdoing to have the confidence to speak up.
This policy encourages reporting of such matters and provides effective protection from
victimisation or dismissal to those reporting by implementing systems for confidentiality
and report handling. The policy is also to:
a.

encourage more disclosures of wrongdoing;

b.

help deter wrongdoing, in line with the Company’s risk management and
governance framework;

c.

ensure individuals who disclose wrongdoing covered by the policy can do so
safely, securely and with confidence that they will be protected and supported;

d.

ensure disclosures are dealt with appropriately and on a timely basis;

e.

provide transparency around the Company’s framework for receiving, handling
and investigating disclosures;

f.

support the Company’s values, code of conduct and/or ethics policy;

g.

support the Company’s long-term sustainability and reputation;

h.

meet the Company’s legal and regulatory obligations; and

i.

align with the ASX Corporate Governance Principles and Recommendations and
relevant standards.

Disclosures of wrongdoing are of importance to the Company’s risk management and
corporate governance framework.
This policy is an important and practical tool for helping the Company to identify
wrongdoing that may not be uncovered unless there is a safe and secure means for
disclosing wrongdoing.

2.

Policy Rationale
The rationale for this policy is:
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a.

to support the Company’s values, code of conduct and/or ethics policy;

b.

to encourage those who are aware of wrongdoing to speak up without fear of
retribution;

c.

to support the Company’s long-term sustainability and reputation;

d.

to meet the Company’s legal and regulatory obligations; and

e.

to align with the ASX Corporate Governance Principles and Recommendations
(which applies to listed companies) and relevant standards.

Protected matters
In addition to any protections under this policy, an ‘eligible whistleblower’ reporting
certain information about a member of the Group may have additional protections under
Part 9.4AAA of the Corporations Act 2001 (Cth) (Corporations Act), which may include, if
eligible, identity protection, protection of disclosures to the Discloser’s lawyer, civil
criminal and administrative liability protection, detrimental conduct protection and
compensation and other remedies (Corporations Act Protections). Some of these are
discussed in this policy. Similar protections are provided in the tax whistleblower regime
under the Taxation Administration Act 1953 (Cth).
The Corporations Act Protections apply not only to internal disclosures, but to disclosures
to legal practitioners for the purposes of obtaining legal advice in relation to Corporations
Act Protections, certain regulatory and other external bodies, and public interest and
emergency disclosures that are made in accordance with the Corporations Act. These
matters are further discussed in this policy.

4.

Qualifying under the Corporations Act Protections
Pursuant to the Corporations Act Protections, an ‘eligible whistleblower’ (as defined)
qualifies for protection as a whistleblower under the Corporations Act if they have made
a disclosure of information relating to a ‘disclosable matter’ directly to an ‘eligible
recipient’ (and accordingly are referred to as an ‘eligible whistleblower’ or Discloser in
this policy) – discussed further at Part 7 below.
A Discloser qualifies for protection under the Corporations Act Protections from the time
they make their disclosure, regardless of whether the Discloser or recipient recognises
that the disclosure qualifies for protection.

5.

Who this policy applies to - Eligible Whistleblowers
Pursuant to the Corporations Act Protections, an ‘eligible whistleblower’ is any of the
following:
a.

an officer or employee of a member of the Company (both current or former
and includes interns, secondees, managers and directors);
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b.

a supplier (including their employees) of goods or services to the Company
(both current and former);

c.

an associate of the Company; and

d.

a relative, dependant or spouse of any of the above.

Matters this policy applies to - Disclosable Matters
Pursuant to the Corporations Act Protections, a disclosable matter is information in which
the ‘eligible whistleblower’ has reasonable grounds to suspect that the information
(Disclosable Matter):
a.

concerns misconduct, or an improper state of affairs or circumstances in relation
to the company or any of its related bodies corporate;

b.

indicates that the company, a related body corporate or any of their officers or
employees have engaged in conduct that constitutes an offence against, or a
contravention of, a provision of any of the following:
(a)

the Corporations Act;

(b)

the ASIC Act;

(c)

the Banking Act 1959;

(d)

the Financial Sector (Collection of Data) Act 2001;

(e)

the Insurance Act 1973;

(f)

the Life Insurance Act 1995;

(g)

the National Consumer Credit Protection Act 2009;

(h)

the Superannuation Industry (Supervision) Act 1993;

(i)

an instrument made under an Act referred to above; or

c.

constitutes an offence against any other law of the Commonwealth that is
punishable by imprisonment for a period of 12 months or more;

d.

represents a danger to the public or the financial system; or

e.

is prescribed by the Corporation Regulations.

See schedule 1 for further information on disclosable matters, including what constitutes
misconduct and reasonable grounds to suspect, and workplace related grievances.
7.

Who can receive a disclosure - eligible recipients
To be eligible for the Corporations Act Protections, an ‘eligible whistleblower’ must report
the Disclosable Matter directly to any of the following:

a.

an officer or senior manager of the Company or a subsidiary;

b.

a person authorised by the Company to received disclosures that may qualify
for protection under Part 9.4AAA of the Corporations Act;

c.

the Company’s auditor (internal or external and includes any member of the
audit team);

d.

legal practitioners for the purposes of obtaining legal advice or legal
representation in relation to the operation of the whistleblower provisions in the
Corporations Act are protected (even in the event the legal practitioner
concludes that a disclosure does not relate to a ‘disclosable matter’);

e.

the Australian Securities and Investments Commission (ASIC);

f.

the Australian Prudential Regulation Authority (APRA);

g.

Journalists, but only in the circumstances described in section 8 of this policy;

h.

members of Commonwealth, State or Territory parliaments, but only in the
circumstances described in section 8 of this policy; and

i.

a person prescribed by Corporations Regulations to be an eligible recipient.

For the purposes of the above, a senior manager is a senior executive within a company,
other than a director or company secretary, who:
j.

makes or participates in making decisions that affect the whole, or a substantial
part, of the business of the company; or

k.

has the capacity to significantly affect the Company’s financial standing;
Regarding reporting to ASIC.

For the purposes of the above, an officer includes directors and the company secretary of
the Company.
A discloser may wish to seek additional information before formally making a disclosure,
in which case they may contact any of the above eligible recipients or an independent
legal adviser.
With regards to reporting disclosable matters to ASIC, please follow this link for details
about how ASIC handles the report: https://asic.gov.au/about-asic/asic-investigationsand-enforcement/whistleblowing/how-asic-handles-whistleblower-reports/
8.

Public Interest and Emergency Disclosure
A Discloser may disclose Disclosable Matters to a journalist or parliamentarian qualify for
protection under the Corporations Act Protection where the disclosure is a public interest
disclosure or an emergency disclosure under the Corporations Act.
A ‘public interest disclosure’ is the disclosure of information to a journalist or a
parliamentarian, where:

a.

at least 90 days have passed since the Discloser made the disclosure to ASIC,
APRA or another Commonwealth body prescribed by regulation;

b.

the Discloser does not have reasonable grounds to believe that action is being,
or has been taken, in relation to their disclosure;

c.

the Discloser has reasonable grounds to believe that making a further disclosure
of the information is in the public interest; and

d.

before making the public interest disclosure, the Discloser has given written
notice to the body to which the previous disclosure was made that:
(a)

includes sufficient information to identify the previous disclosure; and

(b)

states that the Discloser intends to make a public interest disclosure.

An ‘emergency disclosure’ is the disclosure of information to a journalist or
parliamentarian, where:
e.

the Discloser has previously made a disclosure of the information to ASIC, APRA
or another Commonwealth body prescribed by regulation;

f.

the Discloser has reasonable grounds to believe that the information concerns
a substantial and imminent danger to the health or safety of one or more
persons or to the natural environment;

g.

before making the emergency disclosure, the Discloser has given written notice
to the body to which the previous disclosure was made that:

h.

(a)

includes sufficient information to identify the previous disclosure; and

(b)

states that the Discloser intends to make an emergency disclosure; and

the extent of the information disclosed in the emergency disclosure is no greater
than is necessary to inform the journalist or parliamentarian of the substantial
and imminent danger.

A Discloser should contact the WPIO or an independent legal adviser to ensure they
understand the criteria for making a public interest or emergency disclosure that qualifies
for protection before for making a disclosure in reliance on the Corporations Act
Protections for those types of disclosures.
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How to make a disclosure - reporting Disclosable matters within the Company
Where an ‘eligible whistleblower’ is concerned about potential Disclosable Matters they
may report the matter to the Whistleblower Protection and Investigation Officer (WPIO).
The current WPIO is as follows:

Name: David McCredie
Position: Chairman

Tel: (08) 6559 1792
Email: dmccredie@britishchamber.com
A Discloser must have objectively reasonable grounds for suspecting Disclosable Matters.
It is a serious disciplinary offence to make allegations that prove to be unsubstantiated
and made maliciously or known to be false.
Individuals who deliberately submit false reports will not able to access the whistleblower
protections under the Corporations Act. Deliberately submitting false reports is strongly
discouraged.
If any person is not comfortable speaking with the WPIO on a particular matter or if they
are unavailable and the matter is urgent, they should contact a member of the board of
directors of the Company (Board) or another member of management personnel within
the Group (WPIO Alternative), who shall undertake the WPIO’s responsibilities under this
policy in relation to the matter to the extent of their capabilities.
If a WPIO Alternative is advised of a Disclosable Matter from a Discloser they may disclose
the matter to the WPIO and the Board unless they consider there is good reason not to
in the context of undertaking an investigation.
Generally, the WPIO who receives a disclosure of a Disclosable Matter will handle and
investigate the matter. However, where the matter implicates either party the matter
should be handled and investigated by a non-interested member of the Board, or failing
one, an external consultant nominated by the chairman of the Board.
A Discloser may:
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a.

make the disclosure anonymously. This can be done with or without the WPIO’s
knowledge of the identity of the Discloser at the Discloser’s discretion. If
disclosure is to be made without anybody (including the WPIO) knowing the
identity of the Discloser, the disclosure should be sent by an anonymous letter
or email) directed to the WPIO with inclusion of all information relevant to the
matter. Other services that enable anonymous communication (i.e. anonymous
phonelines and email addresses) may be used to communicate with the WPIO;

b.

choose to adopt a pseudonym for the purposes of their disclosure, and not use
their true name, to remain anonymous. This may be appropriate in
circumstances where the Discloser’s identity is known to their supervisor, the
internal reporting point or whistleblower protection officer, but the Discloser
prefers not to disclose their identity to others;

c.

refuse to answer questions that they feel could reveal their identity during
follow-up conversations; and

d.

request meetings with the WPIO occur outside of business hours and the WPIO
must make themselves available for such meetings.

Legal protections for a discloser - anonymity

There is no obligation for a Discloser to reveal their identity and if they reveal it to the
WPIO they may request that their identity remain confidential and known only to the
WPIO.
Disclosures of Disclosable Matters by a Discloser can be made anonymously and or
confidentially and still be protected under the Corporations Act.
If the Discloser reports anonymously, the WPIO is required to preserve that person’s
anonymity and will not disclose their identity except with the Discloser’s consent or as
permitted by the Corporations Act Protections.
Communications between anonymous Disclosers and the WPIO can occur through
anonymous telephone lines and anonymous email addresses. As noted in the section
above, Disclosers choosing to remain anonymous can adopt a pseudonym.
It is important for Disclosers to understand that in some situations, if they choose for their
identity to remain anonymous this can limit or prevent the Company’s ability to effectively
investigate the matter or to take appropriate action. If this is the case, the Discloser will
be contacted to discuss the matter further and explain the limitations caused and
protections that can be provided, so that the Discloser can make an informed choice
about whether to remain anonymous.

If confidentiality of the identity of a Discloser is required, a WPIO must provide
assurance to a Discloser that the Company is committed to protecting the
confidentiality of their identity subject to the Corporations Act Protections.
The WPIO must explain the procedures the Company has in place for ensuring
confidentiality. The WPIO must also explain that people may be able to guess the
Discloser’s identity if:
a.

the Discloser has previously mentioned to other people that they are
considering making a disclosure;

b.

the Discloser is one of a very small number of people with access to the
information; or

c.

the disclosure relates to information that a Discloser has previously been told
privately and in confidence.

Where a Discloser desires their identity remains anonymous the Company and others
have legal obligations to protect the confidentiality of their identity subject to certain
exceptions discussed below.
In practice, a Discloser may be asked for consent to a limited disclosure (e.g. disclosure
to the entity’s WPIO).
If disclosure comes from an email address from which the sender’s identity cannot be
determined, and the discloser does not identify themselves in the email, it should be
treated as an anonymous disclosure.

Generally, person cannot disclose the identity of a Discloser or information that is likely
to lead to the identification of the Discloser (which they have obtained directly or
indirectly because the Discloser made a disclosure that qualifies for protection under the
Corporations Act Protections).
However, a person may disclose the identity of a Discloser:
d.

to ASIC, APRA, or a member of the Australian Federal Police;

e.

to a legal practitioner (for the purposes of obtaining legal advice or legal
representation about the whistleblower provisions in the Corporations Act);

f.

to a person or body prescribed by the Corporations Regulations; or

g.

with the consent of the Discloser.

A person can disclose the information contained in a disclosure of Disclosable Matters
without the Discloser’s consent if:
h.

the information does not include the Discloser’s identity;

i.

the Company has taken all reasonable steps to reduce the risk that the Discloser
will be identified from the information; and

j.

it is reasonably necessary for investigating the issues raised in the disclosure.

ASIC, APRA or the Australian Federal Police can disclose the identity of the Discloser, or
information that is likely to lead to the identification of the Discloser, to a Commonwealth,
state or territory authority to help the authority in the performance of its functions or
duties.
It is illegal for a person to identify a Discloser or disclose information that is likely to lead
to the identification of the Discloser, outside of the exceptions above.
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Legal protections for a discloser - confidentiality
The Company has measures in place for ensuring confidentiality. The Company has
established secure record-keeping and information sharing procedures and ensures that:
a.

all paper and electronic documents and other materials relating to disclosures
are stored securely;

b.

all personal information or reference to the Discloser witnessing an event will be
redacted;

c.

the Discloser will be referred to in a gender-neutral context;

d.

where possible, the Discloser will be contacted to help identify certain aspects
of their disclosure that could inadvertently identify them;

e.

all information relating to a disclosure can only be accessed by those directly
involved in managing and investigating the disclosure;

f.

only a restricted number of people who are directly involved in handling and
investigating a disclosure are made aware of a Discloser’s identity or information
that is likely to lead to the identification of the Discloser;

g.

communications and documents relating to the investigation of a disclosure are
not sent to an email address or to a printer that can be accessed by other staff;
and

h.

each person who is involved in handling and investigating a disclosure is
reminded that they should keep the identity of the Discloser and the disclosure
confidential and that an unauthorised disclosure of a Discloser’s identity may be
a criminal offence.

A Discloser can lodge a complaint with the Company about a breach of confidentiality to
the WPIO. They may also lodge a complaint with a regulator, such as ASIC or APRA, for
investigation.
12.

Legal Protections for a Discloser - protection from detrimental acts or omissions
There are legal protections for protecting a Discloser, or any other person, from detriment
in relation to a disclosure.
A person cannot engage in conduct that causes detriment to a Discloser (or another
person), in relation to a disclosure of Disclosable Matters, if:
a.

the person believes or suspects that the Discloser (or another person) made,
may have made, proposes to make or could make a disclosure that qualifies for
protection; and

b.

the belief or suspicion is the reason, or part of the reason, for the conduct.

In addition, a person cannot make a threat to cause detriment to a Discloser (or another
person) in relation to a disclosure of Disclosable Matters. A threat may be express or
implied, or conditional or unconditional. A Discloser (or another person) who has been
threatened in relation to a disclosure does not have to actually fear that the threat will be
carried out.
Examples of detrimental conduct include:
c.

dismissal of an employee;

d.

injury of an employee in his or her employment;

e.

alteration of an employee’s position or duties to his or her disadvantage;

f.

discrimination between an employee and other employees of the same
employer;

g.

harassment or intimidation of a person;

h.

harm or injury to a person, including psychological harm;

i.

damage to a person’s property;

j.

damage to a person’s reputation;

k.

damage to a person’s business or financial position; or

l.

any other damage to a person.

Some actions may not necessarily be detrimental conduct. In practice, administrative
action that is reasonable to protect a Discloser from detriment (e.g. when the disclosure
relates to wrongdoing in the Discloser’s immediate work area) will not be considered as
detrimental conduct. Protecting a Discloser from detriment also does not prevent the
Company from managing a Discloser’s unsatisfactory work performance, if the action is
in line with the Company’s performance management framework. It is important for a
Company to ensure that a Discloser understands the reason for the Company’s
administrative or management action.
The Company will protect Disclosers from detrimental acts or omissions including by:
m.

protecting their welfare;

n.

assessing the risk of detriment against a Discloser and other persons (e.g. other
staff who might be suspected to have made a disclosure) as soon as possible
after receiving a disclosure;

o.

providing support services (including counselling or other professional or legal
services) as requested;

p.

developing strategies to help a Discloser minimise and manage stress, time or
performance impacts, or other challenges resulting from the disclosure or its
investigation;

q.

allowing the Discloser to perform their duties from another location, reassign
the Discloser to another role at the same level, make other modifications to the
Discloser’s workplace or the way they perform their work duties, or reassign or
relocate other staff involved in the Disclosable Matter;

r.

will ensure that management are aware of their responsibilities to:

s.

(a)

maintain the confidentiality of a disclosure;

(b)

address the risks of isolation or harassment;

(c)

manage conflicts; and

(d)

ensure fairness when managing the performance of, or taking other
management action relating to, a Discloser; and

having complaints about determinant investigated as a separate matter by an
officer who is not involved in dealing with disclosures and the investigation
findings will be provided to the Overseeing Committee.

Where an allegation of determinantal conduct has occurred, the Company will investigate
and address the detrimental conduct by taking disciplinary action or:
t.

allow the Discloser to take extended leave;

u.

develop an alternative career development plan for the Discloser, including new
training and career opportunities; or

v.

the Company could offer compensation or other remedies.

A Discloser may seek independent legal advice or contact regulatory bodies, such as ASIC,
APRA or the ATO, if they believe they have suffered detriment.
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Whistleblower Protection and Investigation Officer
The WPIO is responsible within the Group for investigation and resolving all reported
complaints and allegations concerning Disclosable Matters.
At their discretion, the WPIO shall advise the Chairman and/ or Managing Director of the
Company of the Disclosable Matters having consideration to any anonymity wishes of the
Discloser and the circumstances of the Disclosable Matters.
The Overseeing Committee be notified immediately, if a disclosure of Disclosable Matters
relates to serious misconduct.
The WPIO is provided direct access to the Board or any relevant sub-committee charged
with overseeing this policy (either being the Overseeing Committee as determined by
the Board).
Disclosers, whether employees or external parties, are encouraged to make a disclosure
of Disclosable Matters to the Company, through the WPIO, in the first instance. The
Company would like to identify and address wrongdoing as early as possible. The
Company’s approach is intended to help build confidence and trust in its whistleblower
policy, processes and procedures. However, Disclosers are entitled to disclose Disclosable
Matters to external parties as set out in Part 8 of this policy in addition or substitution of
disclosure to the Company.
Currently, the Company has not appointed an independent whistleblowing service
provider to directly receive disclosures of Disclosable Matters from Disclosers. However,
independent whistleblowing services may be engaged by the WPIO or Company on a
case by case basis if determined as necessary.
The Company will provide the WPIO access to independent advisers as reasonably
required by the WPIO. The WPIO may report directly to a senior executive or officer with
responsibility for legal, compliance or risk matters.
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Handling and investigating a disclosure
All reports will be promptly considered and, if warranted, investigated with appropriate
corrective action will be taken.

The WPIO will notify the Discloser to acknowledge receipt of their report within five (5)
business days, if the Discloser can be contactable.
The WPIO will need to assess each disclosure to determine whether:
a.

it falls within the policy; and

b.

a formal, in-depth investigation is required,

and advise the Discloser of the outcome.
If an investigation is required, the WPIO will need to determine:
c.

the nature and scope of the investigation;

d.

the person(s) within and/or outside the Company that should lead the
investigation;

e.

whether additional internal or external investigators are required;

f.

the nature of any technical, financial or legal advice that may be required to
support the investigation; and

g.

the timeframe for the investigation.

When assessing disclosures the WPIO should focus on the substance, rather than the
motive of the disclosure. It is also important for the WPIO and Company not to assume
that disclosures about conduct or behaviour that appear to have had a personal impact
on a Discloser are somehow less serious. The Discloser’s experience may indicate a larger
or systemic issue. For example, bullying or harassment experienced by the Discloser may
be representative of a more general culture of bullying or harassment in the Company or
may indicate an environment where other misconduct is occurring. In circumstances
where it may be unclear whether a disclosure qualifies for protection, a WPIO and
Company could elect to treat the Discloser as though they were protected as a
whistleblower under the Corporations Act (or the Taxation Administration Act, where
relevant).
When an investigation needs to be undertaken, the process will be thorough, objective,
fair and independent, while preserving the confidentiality of the investigation. The
objective of an investigation is to determine whether there is enough evidence to
substantiate or refute the matters reported.
The WPIO must ensure that all investigations follow best practice.
The WPIO and will investigate and/or take action to address all matters reported under
this policy. Investigations will be conducted in an objective and fair manner, in line with
the Company’s values and procedures. Where appropriate, feedback will be provided to
the Discloser regarding the investigation’s progress and/or outcome. The investigation
process may vary depending on the nature of the disclosure as determined by the
investigating person.

Investigations will ensure fair treatment of employees of the Company and its related
bodies corporate who are mentioned in the report of Disclosable Matters or to whom
such disclosures relate. This includes without limitation affording such person’s due
process and a right to be heard on the matter during the conduct of the investigation and
before making any adverse finding against them.
There are limitations of the Company’s investigation process. The Company may not be
able to undertake an investigation if it is not able to contact the Discloser (e.g. if a
disclosure is made anonymously and the Discloser has refused or omitted to provide a
means of contacting them).
Without the Discloser’s consent, the Company cannot disclose information that is
contained in a disclosure as part of its investigation process—unless:
h.

the information does not include the Discloser’s identity;

i.

the Company removes information relating to the Discloser’s identity or other
information that is likely to lead to the identification of the Discloser (e.g. the
Discloser’s name, position title and other identifying details); and

j.

it is reasonably necessary for investigating the issues raised in the disclosure.

To protect a Discloser’s identity from being revealed and to protect them from detriment,
the Company could investigate a disclosure by conducting a broad review on the subject
matter or the work area disclosed. In addition, it could investigate an anonymous
disclosure, even if it cannot get in contact with the Discloser, if the Discloser has provided
sufficient information to the Company and the Company removes information that is
likely to lead to the identification of the Discloser.
All investigations need to be independent of the Discloser, the individuals who are the
subject of the disclosure, and the department or business unit involved.
The WPIO will provide Disclosers with updates at various stages—for example when the
investigation process has begun, while the investigation is in progress and after the
investigation has been finalised. Updates will be provided monthly through the Discloser’s
desired means of communication. At the end of the investigation, the Discloser will be
notified of the outcome of the findings. The method for documenting and reporting the
findings will depend on the nature of the disclosure. There may be circumstances where
it may not be appropriate to provide details of the outcome to the Discloser.
The findings from an investigation will be documented and reported to those responsible
for oversight of the policy, while preserving confidentiality.
An employee who is the subject of a disclosure of Disclosable Matters will be advised
about:
k.

the subject matter of the disclosure as and when required by principles of natural
justice and procedural fairness, and prior to any actions being taken—for
example, if the disclosure is to be the subject of an investigation or if the
disclosure is serious and needs to be referred to ASIC, APRA or the Federal
Police; and

l.

the outcome of the investigation (but they will not be provided with a copy of
the investigation report).

The Company may determine the most appropriate time to inform the individual who is
the subject of a disclosure about the investigation, provided that they inform the
individual before making any adverse finding against them. In some circumstances,
informing the individual at an early stage of an investigation may compromise the
effectiveness of the investigation, such as when there may be concerns that the individual
may destroy information or the disclosure needs to be referred to ASIC, APRA, the ATO
or the Federal Police.
At any time during before or during an investigation the WPIO may exercise independent
judgment in terms of whether potential problems discovered from disclosures of
Disclosable Matters need to be advised of to other areas within the Company and the
WPIO is empowered to take matters straight to the Company’s board of directors. Where
possible (as determined by the WPIO) the Company’s board of directors should be
afforded oversight and monitoring of investigations.
15.

Discloser not satisfied with outcome
If the Discloser is not satisfied with the outcome of the investigation it may refer the
matter to the Overseeing Committee, or their nominee, for review. The review should be
conducted by an officer who is not involved in handling and investigating disclosures. In
addition, the review findings should be provided to the board or audit or risk committee
and the Discloser.
The Company is not obliged to reopen an investigation and that it can conclude a review
if it finds that the investigation was conducted properly, or new information is either not
available or would not change the findings of the investigation.
A Discloser may lodge a complaint with a regulator, such as ASIC, APRA or the ATO, if
they are not satisfied with the outcome of the Company’s investigation.

16.

Risk assessment framework and procedures
The WPIO should establish frameworks and procedures relating to the implementation of
this policy which should cover risk identification, risk analysis and evaluation, risk control
and risk monitoring.
Upon receiving a report from a Discloser, the WPIO should gather information from a
Discloser about:
a.

the risk of their identity becoming known;

b.

who they fear might cause detriment to them;

c.

whether there are any existing conflicts or problems in the work place; and

d.

whether there have already been threats to cause detriment.

The WPIO should also assess whether anyone may have a motive to cause detriment.

Each risk should be analysed. The likelihood of each risk and the severity of the
consequences should be evaluated. In addition, strategies should be developed and
implemented to prevent or contain the risks.
If an anonymous disclosure is made, the Company should conduct a risk assessment to
assess whether the Discloser’s identity can be readily identified or may become apparent
during an investigation.
As the risk of detriment may increase or change as an investigation progresses, and even
after an investigation is finalised, the WPIO should monitor and reassess the risk of
detriment.
Steps in assessing and controlling the risk of detriment
e.

Risk identification: Assessing whether anyone may have a motive to cause
detriment—information could be gathered from a discloser about:
(a)

the risk of their identity becoming known;

(b)

who they fear might cause detriment to them;

(c)

whether there are any existing conflicts or problems in the work place;
and

(d)

whether there have already been threats to cause detriment.

f.

Risk analysis and evaluation: Analysing and evaluating the likelihood of each risk
and evaluating the severity of the consequences.

g.

Risk control: Developing and implementing strategies to prevent or contain the
risks—for anonymous disclosures, it may be worthwhile assessing whether the
discloser’s identity can be readily identified or may become apparent during an
investigation.

h.

Risk monitoring: Monitoring and reassessing the risk of detriment where
required—the risk of detriment may increase or change as an investigation
progresses, and even after an investigation is finalised.

The WPIO should keep appropriate records of its risk assessments and risk control plans.
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Compensation and other remedies
A Discloser (or any other employee or person) can seek compensation and other remedies
through the courts if:
a.

they suffer loss, damage or injury because of a disclosure; and

b.

the Company failed to take reasonable precautions and exercise due diligence
to prevent a person from causing the detriment.

Disclosers’ should to seek independent legal advice before disclosing disclosable matters.

18.

Civil, criminal and administrative liability protection
A Discloser is protected from any of the following in relation to their disclosure:
a.

civil liability (e.g. any legal action against the Discloser for breach of an
employment contract, duty of confidentiality or another contractual obligation);

b.

criminal liability (e.g. attempted prosecution of the Discloser for unlawfully
releasing information, or other use of the disclosure against the Discloser in a
prosecution (other than for making a false disclosure)); and

c.

administrative liability (e.g. disciplinary action for making the disclosure).

However, the above protections do not grant immunity for any misconduct a Discloser
has engaged in that is revealed in their disclosure.
19.

Auditing Matters / Retention of records
The Company is committed to reviewing and updating this policy, processes and
procedures. The Company is committed to ensuring the policy is operating effectively and
commitment to identifying and rectifying issues. It is important for the Overseeing
Committee to ensure that the broader trends, themes and/or emerging risks highlighted
by the disclosures made under this policy are addressed and mitigated by the Company
as part of its risk management and corporate governance work plans.
The Overseeing Committee and WPIO will have a biannual audit and review of the policy
and related procedures to check if reports of Disclosable Matters were appropriately
recorded, investigated and responded to and whether any changes are required to this
policy. Changes should be implemented in a timely manner.
In reviewing the policy, processes and procedures, the Overseeing Committee and WPIO
could consider which aspects worked well and did not work well since they were last
reviewed. Some issues to consider include whether:
a.

the scope and application of the policy are appropriate, particularly if there have
been changes to the Company’s business;

b.

the policy, processes and procedures are helpful and easy to understand;

c.

the policy, processes and procedures reflect current legislation and regulations,
and current developments and best practice for managing disclosures; and

d.

the Company’s handling of disclosures and its protections and support for
Disclosers need to be improved.

The Overseeing Committee and WPIO could consult with and seek feedback from its
employees about the effectiveness of this policy its processes and procedures.
Updates to this policy and processes and procedures under it following a review must be
widely disseminated to, and easily accessible by, individuals covered by the policy.

When necessary (e.g. if there has been a change to the disclosure procedures), the
Company will provide targeted communications and training to all employees and eligible
recipients, and additional specialist training to staff members who have specific roles and
responsibilities under the policy.
The WPIO is charged with establishing processes and procedures for matters relating to
this policy and for implementing and overseeing any changes to this policy.
The Overseeing Committee shall retain all records relating to any concern or report of
Disclosable Matters of a retaliatory act and to the investigation of any such report for a
period judged to be appropriate based upon the merits of the submission. The types of
records to be retained shall include records of all steps taken in connection with the
investigation and the results of any such investigation.
20.

Privacy and security of personal information
The Company has in place appropriate information technology resources and
organisational measures for securing the personal information they receive, handle and
record as part of this policy. Due to the sensitivity of the information, any leaks or
unauthorised disclosure (including from malicious cyber activity) may have adverse
consequences for the Disclosers, the individuals who are subject of disclosures and the
Company.
The Privacy Act 1988 (Cth) (Privacy Act) regulates the handling of personal information
about individuals. It includes 13 Australian Privacy Principles (APPs), which set out
standards, rights and obligations for the handling, holding, use, accessing and correction
of personal information (including sensitive information). The Company is required to
notify affected individuals and the Office of the Australian Information Commissioner
about a data breach, if it is likely to result in serious harm to individuals whose personal
information is involved in the breach.
The Company will consult the APPs and other relevant industry, government and
technology-specific standards, guidance and frameworks on data security to help
safeguard their information.

21.

Reporting
The WPIO should submit periodic reports could be submitted to the Overseeing
Committee on the following, when it is not likely to lead to the identification of a Discloser:
a.

the subject matter of each disclosure;

b.

the status of each disclosure;

c.

for each disclosure, the type of person who made the disclosure (e.g. employee
or supplier) and their status (e.g. whether they are still employed or contracted
by the Company);

d.

the action taken for each disclosure;

e.

how each disclosure was finalised;

f.

the timeframe for finalising each disclosure; and

g.

the outcome of each disclosure.

Statistics on the following could also be included in the periodic reports:
h.

the timeframe between receiving a disclosure and responding to a Discloser,
including the time taken to respond to subsequent messages from a Discloser;

i.

the timeframe between receiving a disclosure and assessing whether a
disclosure should be investigated;

j.

the timeframe between commencing and finalising an investigation; and

k.

how frequently communications are made with a Discloser.

The statistics could be compared to the timeframes outlined in the Company’s policy and
procedures for handling and investigating disclosures.
The report will also include statistics on the total number of reports received, including:
l.

the number of reports made through each of the different options available for
making a disclosure under the Company’s policy;

m.

the types of matters reported; and

n.

reports provided by line of business, department, country, office or location.

In addition, if considered necessary and relevant by the WPIO, the report may also include
measures on employees’ understanding of the policy. This information could be gathered
through:

22.

o.

surveying a sample of staff after the Company initially implements this policy;

p.

having conversations with a sample of employees; or

q.

monitoring the proportion of disclosures that relate to matters covered by this
policy, against those that fall outside the policy.

Training
The Group will provide for the training of employees about this policy and their rights
and obligations under it.
The Group will provide for the training of managers and others who may receive reports
of Disclosable Matters about how to respond to them.
The Company will monitor employees’ understanding of this policy on a periodic basis
may help the Company to determine where there are knowledge gaps in their employees’
understanding of this policy.
The employee training could include:

a.

b.

c.

the key arrangements of the Company’s whistleblower policy, processes and
procedures, including:
(a)

practical examples of disclosable matters;

(b)

practical information on how to make a disclosure; and

(c)

advice on how Disclosers can seek further information about the policy
if required.

information related to protecting and supporting Disclosers, including:
(a)

the measures the Company has in place for protecting and supporting
Disclosers;

(b)

practical working examples of conduct that may cause detriment to a
Discloser; and

(c)

the consequences for engaging in detrimental conduct.

information about matters that are not covered by the Company’s policy,
including:
(a)

practical examples of the types of matters that are not covered by the
Company’s policy;

(b)

information on the Company’s other policies (e.g. on bullying and
harassment, workplace health and safety, grievance and code of
conduct matters); and

(c)

information on how and where employees can report general
employee feedback or personal work-related grievances.

The management training could cover the Company’s commitment and obligations to
protecting Disclosers of wrongdoing. It could also cover how this policy interacts with the
Company’s other policies (e.g. on bullying and harassment). It is important for the training
to be incorporated as part of the Company’s management competency training.
The Company is committed to monitoring the effectiveness of its policy, processes and
procedures.
This policy is intended to be widely disseminated to and easily accessible by its officers
and employees. The Company may:
d.

hold staff briefing sessions and/or smaller team meetings;

e.

make the policy accessible on the staff intranet or other communication
platform;

f.

post information on staff noticeboards;

g.

set out the policy in the employee handbook; and

h.

incorporate the policy in employee induction information packs and training for
new starters.

It is important that all levels of management within an entity, particularly line managers,
receive appropriate training in how to effectively deal with disclosures.
Specialist training should be provided to staff members who have specific responsibilities
under the policy.
Australian entities with overseas-based related entities need to ensure that people in their
overseas-based operations also receive appropriate training, since disclosures made to
the Company’s overseas-based eligible recipients and disclosures about the Company’s
overseas-based entities and their officers and employees may qualify for protection.
23.

Support and practical protection - no retaliation
A Discloser will not be personally disadvantaged by having made a report. This includes
not being disadvantaged by way of dismissal, demotion, any form of harassment,
discrimination or current of future bias.
No current or former Discloser, who reports Disclosable Matters under this policy shall
suffer detriment, either actual or threatened, harassment, retaliation or adverse
employment or engagement consequence.
If someone engaged by a Group member retaliates against a Discloser, the first
mentioned person may be subject to discipline in the Board’s discretion depending on
the severity of the conduct, which may include termination of employment or services.
All Disclosers are requested to report to the WPIO any retaliation or victimisation of a
person that reports Disclosable Matters.

24.

Policy easily accessible - Website
This policy will be available
www.ecsbotanicsholdings.com.au

for

review

on

the

Company’s

website

at:

The Company may exclude information that would not be useful or relevant to external
Disclosers or that would not be suitable for external publication.

